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1. MuKpoKpeuTHas KoMmmanua OHI MOMICPKKH NIPe/IPUHIMATCILCTEA PecryOnmku
MopoBHs B pamMKax cOOIIO/IEHHs TPeOOBANHH Tonoxenus banka Poccun ot 17.04.2019 Ne 684-
I1 "O6 ycraHoBICHUH 00s3aTeIBHBIX JJA HEKPSTUTHBIX (DUHAHCOBBIX Opranu3alyi TpeOOBaHIH
 06eCIeYeHMIO 3aIMATEL MH(POPMAITUH IIPH OCYIIECTBIECHHHA NCSTCIPHOCTH B chepe pUHAHCOBLIX
PBIHKOB B IEISX IPOTHBOJACHCTBHS OCYIICCTBICHHIO HE3AKOHHBIX (DHHANCOBBIX OIepaluit”
YBEIOMIISIET CBOMX KJIMCHTOB UCIOJL3YIOMIX aBTOMATH3HPOBAHHBIE CHCTCMAI JUISL TIOJLy 4YCHUS,
[IOJFOTOBKH, OOpPabOTKH, Iepefiaddl ¥ XpaHeHus HHpopmanuu B saexkTponol  Gopme o
BOZMOKHBIX PMCKAX TOJYYCHHUS HCCAHKIHONMPOBAHHOTO OCTYIA K nadopMalHi, ¢ Ielbo
ocymiecTBIeHHs (PHHAHCOBLIX ONCPaIHi THIAMH, HE 00JIaJaIOIIMMHF TIPABOM MX OCYIICCTBICHHMA,
B TOM YHCJIE IPH yTpare (HoTepe, XHNICHHH) KIMEHTOM YCTPOHCTBA, € MCTIOIb30BAHIEM KOTOPOro
UM COBEpIIATHCE JEHCTBHA B IEIAX OCYINECTBICHUA (DMHAHCOBOH OIIEpAIlMK U HEOOXOIUMMOCTH
3ammTel MHGpOPMAIMM OT BO3JEMCTBHA NPOIPAMMHBIX KOJIOB, NMPUBOIANMX K HAPYIICHHIO
MTATHOTO (DYHKIMOHMPOBAHMS CPEICTBA BBIMCIHUTCTRHOM TEXHHKH, CBOCBPCMCHHOMY
00HAPYKEHHIO BO3/IEHCTBUS BPE/IOHOCHOTO KO/Ia.

2. B nensx UpeqoTBpAIieHUs HECAHKIIMOHHMPOBAHHOIO AOCTYHA K padopMalul |
HapyIeHyud WTATHOTO (yHKIMOHMPOBAHKS CPC/ICTBA BBIYHCIIHTENLHON TEXHHKH PEKOMCH]TyeT
CHEAYIONME MEPBI 3aIMThHL

2.1. B 1emsix 3ammThl MOOUIBHBIX YCTPORCTR!

»  CBOEBPEMCHIO ycTarasuBaite 0OHOBICHAs Oe301aCHOCTH OIICPaIMOHHOH CUCTEMBI;

= Jlpy HaJIMYHH TEXHHYCCKOH BO3MOMKHOCTH BKIOYHTC mdpoBanre JIAHHBIX HA CBOEM
MOOHIIBHOM YCTPOMCTBE;

s He orkIoYaiiTe W He B3JIAMBIBAMTC BCTPOCHHBIC MEXAHM3MBI OC30IACHOCTH Barmero
MOOMILHOI'O YCTPOMCTBA;

= Coxpansgiite B Taine Bamm ¥ms I0J530BaTCIIsd (morwm), Mapoib JUIA JOCTyla B
uapopmanmonnsie cuctembl 1 CMC-Koap!. He coobmaiite 3TH JaHHbIe HUKOMY,

»  VyerHble 3aIMCH OIEPAIMOHHON CHCTEMBI JIOJUKHBI OBITE 3AIIMIICHBI ITAPOIAMH;

= He xpaHuTE JOTHH U IApOJib B MOOHIIBHOM tenedone, cmapTdone;

= PeryispHO UPOH3BOANUTE CMEHY napoJe;

= He ucionb3yiiTe 0JMHAKOBBIE JTOTHH U T(@pOJih JUTS TOCTY A K PA3IIMIHEM CHCTCMAM,

= J{juHa maposst A0IDKHA OBITh He MeHEe 8§ CHMBOJIOB;

* B mapone 00s3aTeNbHO JIOJDKHB! IPUCYTCTBOBATE 3alIABHBIC H IIPOTIMCHBIE CUMBOJIBL,
IAQPEL, & TAKKE CIEIMAIbHbIC CHMBOJIBI, HAITPUMED, #, %, *uUT.0,;

» e ucrionp3yiite QyHKIMIO 3aI0OMEHAHMA JIOTHHA U TIapOJIst;

» B kagecTne HApois He ClIeayer HCIoIb30BaTk UM, (paMuIMIOo, JEHb POKICHUA H IPYyTHC
[aMSITHBIC JaThl, HoMep Teicona, aBTOMODMIS, ajpec MECTOKHUTCILCIBA M JIPYIHC
JAHHBIE, KOTOPBIE MOTYT ObITh IOJ00PaHBI  3MOYMBIIUICHHHKOM IIyTCM  araisa
urdopMaluK O HOJIL30BATEIIE;




= He ppom3HocWTe BCIYX, HE 3allMChIBAHTC U HE Xpanuic b moboM  TOCTYIHOM
[IOCTOPOHHHUM JIMIAM MCCTe IIapOJIH.

2.2. B ieasx 3aIUThl IIePCOHANBLHBIX KOMITLIOTEPOR!

" HCIONB3YHTC TOJLKO JIMIEH3MOHHOE CHCTCMHOC 1 IPHKJIA/HOC [IPOrPaMMIOC
obecriedcHueE;

" yCTAaHOBUTE HA KOMITBIOTEP TOJNBKO OJIHY ONEparuoHHast CHCTEMA,

» pe ycragapjuMBaiiTe M HE HMCIONB3YHIC HA KOMIBIOTCPS porpamMMbl  JUTs
yJIATICHHOTO YIIPaBICHHs, HAPHMED TeamViewe:

"  yCTAHOBMTE ¥ PCETYJSPHO OOHOBIAHTE AHTHBUPYCHHIC POTPaMMBI (HAIPUMED,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

*  CBOCBPEMENHO  IIPOBOJMTE  OOHOBIEHME  CHCICMHOTO M PUKIIAHOTO
IPOrPAMMHOT0 00eCICYCHHA.

» JuIst oCTyIla K WHGOPMAIHOHHBIM CHCTCMaM e HCII0JIB3YHTE 00INEI0CTYIIHEIC
KOMIIBIOTEPEI  (HAIIpUMEp, YCTAHOBICHHBIC B pHTEpHET-Kade, TOCTHHUIE),
nyOgHEIe OSCIIPOBOIIBIEC CETH (6ecrmatubiit Wi-Fi u mpoucc)

»  npu uepenade AHGOPMAIHE C HCIOJL30BAHACM HYKHX KOMIIBIOTEPOB, IIOCIIC
3aBeplIeHHs BCeX Olepanuit yOeauTech, 4T0 NEpCOHaLHBIC JAHHEIC W JpyTras
uH(popMaInud He COXPAHUIUCE;

* pe mepejasajite IICPCOHAIBHBIX JIAHHBIX 1 WHOH  KOH(W/ICHITAILHOM
pHpOpMALH  TIPA  TOJYYCHUH M[HACeM IO DIEKTPOHHOM I1oYTe OT SKOOBI
npecTaBuTeNed 0aHKoB M HHBIX (DMHAHCOBBIX OpraHM3aLHi, eciH TONyICHAe
TaKuX TACEM MIHIMHPOBaHO e Bamu;

" {e NepexOoIMTe IO CCLUIKAM B TakuX IMChMaX, HE OTKPBIBAUTE BJIOMKCHHBIC
pUIOKeHHs (Takue Pecypehl MOTYT COJCPHKATH BPEAOHOCHOC pOrpaMMIOe
0DeCIICUeHue);

= B ciygac OOHapyXKeHus 110JIO3PUTCILHBIX NEHCTBHHA, COBCPIUEHIBIX B
KOMIILIOTEPE, HC3AMEUTMTEIBHO CMCHHTE JIOTHH H IIAPOJIb;

* npu OOHAPYXEHAHM COBEPUICHMS HE3AKOHHBIX (b¥HAHCOBBIX OuEpalid  —
HesaMeUTHTEIBHO ToaliTe 3agBICHAe O JaHHOM daKTe B IPaBOOXPaHHTCIbHBIC
OpraHbl ¥ COXPaHUTE JOKa3aTe/IbCTBa JanHoro (axta B yCTPOHCTBE.

= qpu paboTe ¢ WHBIMA HOCHTEC/SMH undopMalK IIepejl HaJauioM padboTEI
OCYIIEeCTRIARTE MX IPOBEPKY Ha MPEMET OTCYTCTBHS KOMILIOTCPHBIX BHPYCOB.

23. B nensx sanmrel HHQOPMAIMHE OT BO3JCHCTBUS TPOrpaMMHbIX KONOB.
[IPHROJEIIIAX K HADYINEHWIO  INTaTHOrO  (YHKIMOHUPOBAHMS CPCICTEA
BBIYMCITATEILHON TEXHUKH!
= OGHOBNAITE AHTHBHPYCHEIE IIPOTPAMMBI Ha IOCTOAHHOH OCHOBC;
= OCYNIECTBISATE peryJisipHbIH KOHTPOJIb paboTOCIIOCOOHOCTH
AHTHBUPYCILIX IPOTPAMM;
=  cosjaiiTe YCIOBMS, TPH KOTOPHIX HEBO3MOMKHO HECAHKIMOMHPOBAMIOC
OTKJIFOUEHHS CPEJICTB AaHTHBUPYCHOH 3aIHTHL
= aUTEBHpPYCHAs 3alMTa JOJDKHA obecliedrBaTh COXPAHCHUC De3oracuoro
cocrosrus nHBOPMAIMK LPH TOOBIX COO0SK;
= BpIHCCHTE SPIBIK JUIS 3aIyCKa AHTHBUPYCHOM IIPOrpaMMEel I paboqui
CTOJI TICPCOHANBHOTO KOMIBIOTEPA B HCIIONB3YHTE €r0 PEryJIApHo.




